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® RVERE:1 f2iFi% ) % (Internet Engineering Task Force,
IETF) : f @bz Bg s > Hgd hEd A
@%%?iﬁﬁéﬁ%%‘ﬁ”&‘%“ﬁﬁﬂkﬁkﬁ’
1 R e iE T EWF o (F 2 ek https:/www.ietf.org)

® FFEEWE(ssuing CA) * - %RGFE 7 > EHFZEE
ZBEWHE TG EL FFEERE -

® 44k3c ¥ (Key Escrow) @ i * = il < 2 323 k(D dg v &
R)ATREAPM TR 0 BT P2 PR EKEF R L

PR iE AR R B L@gii’ﬁﬁﬁé**ﬁ‘é
—‘E\;F—"‘vigllﬁ—-’:’];‘]&?@ 7;@:7}53”’_’"_7‘».‘%%0

® i (KeyPair): @ 5 i 4 daRE P2 b4k H e
-
[ | ;ﬁit‘——iﬂ ﬁ%?]-l;@f{‘%%'aé\j% = LL4E%F% B"ﬁh'ﬁ ¥ _
v 2R -
.S -k RN T - R RS E L ERA 5T

7’ =

fT °

El

)

¢ 0

® i it 35|18 (Object Identifier, OID)
m - AN FR AT A2 vE - BB 0 (AL Rk B

Rl RT3 R 2 P R S R > T AR v
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- B2 ¥R BFEICR

m o KR AR 8 4 (International Organization for
Standardization)zif 2_ 38|, B » R E R E AP
ERp s pE > Ul plel— 2 B R TR o Dldet B
EAFAHERY NN BB R 2 BHERRE R LB
P2 BLNPE

® G #E M A T (Online Certificate Status Protocol,
OCSP) : - &S P g s 20 1€ 15 4f f&?ﬁjﬁ &t e

AT HEREE 2R (B4 Bk~ o) o

® M IJE M EP T B PR E(Online Certificate Status
Protocol Responder, OCSP Responder) : ¢ /G35 ¢ <
BAaF2Z R PIRE > BB IR TE > LB HEHRLE S

® M tIBFM AP LK (OCSP Stapling)

m - FETLSEFEKR GG RF L= 7 FRREESAL
Ba A 5T - it A X509 BE ket i o HF T

4T

Ve M BEKER LY B PRERELG TR
]y 2R P BFERER T BL > DT e

v Ar & = TLS i 3147 4518 A2 7 > e rhdg-pl %%T:}L‘ﬁj
B Gy B L BEer S F ST E)
PR A L et R F e BRI
TR EFERALE LA -

n MR TEERET R BERERS Y R PIRE Y
F#2 TLS @z »sxEit i > o % 2w f&;ﬁ’b&kﬁ‘ﬁ?@
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® = %% (Organization Validation, OV) * TLS & & 7 % iE 42
PR BRI Y 22 e DAl T RRE
Azl A SO P o R Fk B AL o it
Ko TLS G2 ek 7 4% i TLS e il i » 4oif

k2 bed Rt E AR OETRL L -

ﬁ .G

>M‘

P

® % £ 4k (Private Key) :
R ER AW YA EETZ B4
R R AT T B RCE T RIER L A 4 -

® 2 £ 4 (Public Key) :
B ORFEGHY Y URBERE R G 0L £ o
SR BT P BT R B2 b -

® 2P 4443 # 2% (Public Key Infrastructure, PKI) : ¢ ;2
N S N A - SIS R - VIS VAR 8
vz Bt BRLCRVHF RS FEARFES FHE LG

2 o

® £ #4% R (Qualified Auditor) * # & GEWH L H T Bmi o7
7% 17 2. Baseline Requirements for the Issuance and Management
of Publicly-Trusted TLS Server Certificates % 8.2 & R 2 2 #&
PERE R P IR Ihr 2 g ERATE A AR

A o
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¢ R

® iy ¥ . (Registration Authority, RA)
mf FAGRIGEY AL P AR R B ERERET
PERBHE oM P A FFEEAELFR P

2 g lfl o A Y 2 IR BT B AR o

S SRR R LR SR R S E X
® £ 4& 1 # (Re-key a Certificate) : 537 & i

LRHELFAARFRE FHEI B2 ITEE  FTRELFE T 2
TRl B AT PR PR EM)E R AL
o ARV AR T 2 e e

)@.\
3
A
sy
A
g_hgy

)
Eal
T

SMe

BFEET *IGEY HT$\7 A2 $%4E " ERTE

® 532 & 3 (Renew a Certificate) : 1j EH-REEEGELG
FEEILM S 22 APMFTAZATER > R IEHEZ F T
S B TS - BATEEL

® i3 B (Repository)
B P UG RRAEEAL S BEAMT LT B
(Trustworthy System) °
m ¥ RERL CEEIRTEAEZ GEAM T L TR
B o
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® §# A& 1 (Revoke a Certificate) @ g2 7 > B p > &

CENY R R

o g% ﬁﬁf_(Root Certification Authority, Root CA) : = £
M AR P BT R G 5&;1}# ) ﬂ/‘ T EF T CABEE
é%@aﬁ’ﬂﬁﬁﬁﬁé@“ﬁw SR TR T
HrPBERFES o AR BEPIE -

¢ S

1 & 1878 (Self-Signed Certificate) : 5 5 & & @ ¥ LA g
AP LRI - fERE - TR - :ﬂLﬁ%ﬂLm‘f“
S HE SN RO B AgEE B TR D
o - B EMGAHZEAN P FEE VRS BEREL
%ﬁﬁﬁ%’ﬂgﬁﬁﬂﬁﬁﬁﬁﬁﬁib’W%ﬁ?ﬂﬂ
SN B TR gﬁi?%ﬁ@& WLfidplk > @
ERREEY T RERE Y cEHF 2 P EE TG
SREEE 2T BE 2 BEAL P T o

Bowow e

® ThE#E %ﬁ_(Subordlnate Certification Authority) : F¥ & 2
Wz o B EGAHERY > B V- BEEPEITES
PHFERUDN Y - BEBELEERE -

® #* = (Subscriber)
m BT T LR R 2
REHIHEL T % E84F
m DT B 2 AE(e A W) B A SRR K
B

VEFRES AP 2 A -
‘/}173}3 BRFVTIH OB ST R ‘f‘?!‘}%

\—w

LR H ARG s e
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*

T

ESAF T TIETEE
% 23& 2 & (Secure Sockets Layer, SSL) : d % § = @

(Netscape)*73k 3+ » A & * »% 23R 330 e (Web)2o & 238 312
CARNE N ’“@,ﬁﬂﬁpiﬁ Gz mikdiEz Fx
i T HPIRERE Y STl Sk AT b2
*ﬁ*%ﬁiﬂﬁ%“%ﬁﬂﬁ’W?Eﬁﬁiiﬁﬂ%i
R RIFE WG R R PIRERFETE o

[t ﬁ R % 2 (Transport Layer Security, TLS) : % - f&% >3l
WL E_ > 1999 & e ¥E R EE 1 42T 55| 2B SSL i (TR
it 24 % 1R TLS 8 (9 5 RFC 2246) » “gis g o F
RFC 4346 ~ RFC 5246 ~ RFC 6176 £2 RFC 8446 % { #7ix
o & up TLS1.1 ~TLS 1.2 ¥ TLS 1.3 % -
v IE R 0,8 5vE 235 % P (Trusted Computer System
Evaluation Criteria, TCSEC) : : 7 "% % st% > 3F 5 % —
B3 SR 5 2 1970 & d %@lwmﬂ?i g4 1985
E#d FREPBINSF - HBFT G 2 % 230 2 4B
7"‘5?77%_—7?%3&&’1%%1@*’&”# PLeh® 2 0 Rl i
2 BRI o
¥ % #F % Su(Trustworthy System) : £ 5 T 7[5 2 T "of
L

B or B 5 oARy 2 Rk o

B L Ims w,yi\?j;)gz{ﬁgg;};&i’ro

R I

B g G A ”’“rﬁe%i—’é‘ AR - R o
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-\

® % ig it (Zeroization) : -;-,?'—“,f TENBEEFTRL JE

TS o U TR R
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AIA Authority Info Access

CA Certification Authority

CAA Certification Authority Authorization

cC Commoin Criteria for Information Technology Security
Evaluation

CISA Certified Information Systems Auditor

Cp Certificate Policy

CP OID Certificate Policy Object Identifier

CPS Certification Practice Statement

CRL Certificate Revocation List

CSPRNG 821;;‘;2%(r)?phically Secure  Pseudorandom  Number

DN Distinguished Name

DNS Domain Name System

FIPS (US Government) Federal Information Processing
Standard

FQDN Fully Qualified Domain Name

IETF Internet Engineering Task Force

ITSEC Information Technology Security Evaluation Criteria

OCSP Online Certificate Status Protocol

OID Object Identifier

ov Organization Validation

PIN Personal Identification Number

PKCS Public-Key Cryptography Standard
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L
PKI Public Key Infrastructure

RA Registration Authority

RFC Request for Comments

SSL Security Sockets Layer

TCSEC Trusted Computer System Evaluation Criteria
TLS Transport Layer Security
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4% 3 : BRs-Section 1.2.1 Revisions

ATEAFTRRZBERFEF T F S 2 Baseline

Requirements for the Issuance and Management of Publicly-Trusted TLS

Server Certificates %~ & 5 2.1.7

Ver. | Ballot | Description Adopted Effective® Implementation
Version 1.0 of the Baseline
1.0.0 | 62 Requirements Adopted 22-Nov-11 01-Jul-12
Revised Auditor .
1.0.1 71 Qualifications 08-May-12 01-Jan-13 Compliant
Non-critical Name
1.0.2 | 75 | Constraints allowed as 08-Jun-12 08-Jun-12 Compliant
exception to RFC 5280
Revised Domain/IP Address
103 | 78 | Yalidation, High Risk 22-Jun-12 | 22-Jun-12 Compliant
Requests, and
Data Sources
OCSP responses for non- 01-Feb-13
104180 1 ed certificates 02-Aug-12 01-Aug-13 Completed
Network and Certificate
-- 83 System Security 03-Aug-13 01-Jan-13 Compliant
Requirements adopted
User-assigned country code .
1.0.5 88 of XX allowed 12-Sep-12 12-Sep-12 Compliant
Published as Version 1.1
110 B with no changes from 1.0.5 14-Sep-12 14-Sep-12
Reasons for Revocation and 07-Nov-12
1.1.1 93 | Public Key Parameter 07-Nov-12 N Compliant
. 01-Jan-13
checking
Wildcard certificates and 20-Feb-13 .
1.1.2 96 new ¢TLDs 20-Feb-13 01-Sep-13 Compliant
Prevention of Unknown .
1.1.3 97 Certificate Contents 21-Feb-13 21-Feb-13 Compliant
1.1.4 99 | Add DSA Keys (BR v.1.1.4) | 3-May-2013 3-May-2013 Compliant
Revision to subject
1.1.5 | 102 | domainComponent 31-May-2013 | 31-May-2013 Compliant
language in section 9.2.3
Technical Constraints for
1.1.6 | 105 | Subordinate Certificate 29-July-2013 | 29-July-2013 Compliant
Authorities
Replace Definition of
1.1.7 | 112 | “Internal Server Name” 3-April-2014 | 3-April-2014 Compliant
with “Internal Name”
11| 120 |Afiliate Authority to Verify | 5 ;0 2014 | 5-June-2014 Compliant
Domain
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Clarification of PSL .

1.1.9 | 129 mentioned in Section 11.1.3 4-Aug-2014 4-Aug-2014 Compliant

1.2.0 | 125 | CAA Records 14-Oct-2014 | 15-Apr-2015 Compliant

16-Jan-2015
1.2.1 | 118 | SHA-1 Sunset 16-Oct-2014 1-Jan-2016 Compliant
1-Jan-2017

122| 134 | Application of RFCS28010 |46 605014 | 16:0ct2014 | Compliant
Pre-certificates

1.2.3 | 135 | ETSI Auditor Qualifications | 16-Oct-2014 16-Oct-2014 —

124 | 144 lerfjsuon Rules for.onion | y¢ peb-2015 | 18-Feb-2015 Compliant

1.2.5 | 148 | Issuer Field Correction 2-April-2015 | 2-April-2015 Compliant
Convert Baseline

1.3.0 | 146 | Requirements to RFC 3647 | 16-Apr-2015 | 16-Apr-2015 —
Framework
Addition of Optional OIDs

1.3.1 | 151 | for Indicating Level of 28-Sep-2015 | 28-Sep-2015 Compliant
Validation

132| 156 |AmendSectionsland2of 5 b0 515 | 3 pec2016 Compliant
Baseline Requirements

133 | 160 |ZmendSectiondof 4-Feb-2016 | 4-Feb-2016 Compliant
Baseline Requirements

1.3.4 | 162 | Sunset of Exceptions 15-Mar-2016 | 15-Mar-2016 Compliant
Baseline Requirements .

1.3.5] 168 Corrections (Revised) 10-May-2016 | 10-May-2016 Compliant
Updating ETSI Standards in B

1.3.6 | 171 CABF documents 1-July-2016 1-July-2016

137 | 164 | Sertificate Serial Number | g y 10 5016 | 30-Sep-2016 | Compliant
Entropy

138 | 169 | Revised Validation 5-Aug-2016 | 1-Mar-2017 Compliant
Requirements
Reform of Requirements

1.3.9 | 174 | Relating to Conflicts with 29-Aug-2016 | 27-Nov-2016 Compliant
Local Law
Removal of requirement to

140 | 173 | ceaseuseofpublickeydue | og 510 2016 | 11-Sep-2016 Compliant
to incorrect
info

14.1| 175 |AddiionofgivenNameand | 5 qoo 5016 | 7-Sept-2016 Compliant
surname
Removal of some validation

1.4.2 | 181 | methods listed in section 7-Jan-2017 7-Jan-2017 Compliant
3224

143 | 187 | Make CAA Checking 8-Mar-2017 | 8-Sep-2017 |  Compliant
Mandatory

144 | 193 |B823-day Certificate 17-Mar-2017 | 1-Mar-2018 Compliant
Lifetimes
Amend Section 6.1.7 of .

1.45 | 189 Baseline Requirements 14-Apr-2017 | 14-May-2017 Compliant

146 | 195 | CAAFixup 17-Apr-2017 | 18-May-2017 Compliant
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1.4.7 | 196 | Define “Audit Period” 17-Apr-2017 | 18-May-2017 —
Require commonName in Compliant
148 | 199 | Root and Intermediate 9-May-2017 | 8-June-2017 omphia
Certificates 9
Forbid DTPs from doing .
1.49 | 204 Domain/IP Ownership 11-July-2017 | 11-Aug-2017 Compliant
Canonicalise formal name
1.5.0 | 212 | of the Baseline 1-Sept-2017 1-Oct-2017 Compliant
Requirements
15.1 | 197 | Effective DateofBallotI93 1) voo 2017 | 2-June-2017 | Compliant
Provisions
Add Validation Methods .
1.52 | 190 with Minor Corrections 19-Sept-2017 | 19-Oct-2017 Compliant
153 214 gﬁﬁaDISCOVCW CNAME 1 27 Sept2017 | 27-0ct-2017 Compliant
1.5.4 | 215 | Fix Ballot 190 Errata 4-Oct-2017 5-Nov-2017 Compliant
1.5.5| 217 | Sunset RFC 2527 21-Dec-2017 9-Mar-2018 Compliant
156 | 218 | Remove validationmethods | 5 gy 018 | 9-Mar-2018 Compliant
#1 and #5
1.5.7| 220 12\/(1)1111;; Cleanups (Spring 30-Mar-2018 | 29-Apr-2018 Compliant
Clarify handling of CAA
Record Sets with no .
158 219 |,. . o 10-Apr-2018 | 10-May-2018 Compliant
issue"/"issuewild" property
tag
Update BR Section 8.4 for .
1.59 | 223 CA audit criteria 15-May-2018 | 14-June-2018 Compliant
1.6.0 | 224 | Whols and RDAP 22-May-2018 | 22-June-2018 Compliant
1.6.1 | sce | Revocation Timeline 14-Sep-2018 | 14-Oct-2018 Compliant
Extension
Sunset of Underscores in .
1.6.2 | SC12 INSNames 9-Nov-2018 10-Dec-2018 Compliant
CAA Contact Property and
1.6.3 | SC13 | Associated E-mail 25-Dec-2018 1-Feb-2019 Compliant
Validation Methods
Updated Phone Validation
SC14 Methods 31-Jan-20
1.64 | scis | Remove Validation Method 1 5 kot 5019 | 16-Mar-2019 | Compliant
Number 9
Update IP Address
SC7 | Validation Methods 8-Feb-2019
1.6.5 | SC16 | Other Subject Attributes 15-Mar-2019 | 16-April-2019 Compliant
Phone Contact with DNS .
1.6.6 | SC19 CAA Phone Contact v2 20-May-2019 9-Sep-2019 Compliant
SC23 | Precertificates 14-Nov-2019 .
1-6.7 5C24 | Fall Cleanup v2 12-Nov-2019 | 10-Dec-2019 Compliant
Define New HTTP Domain .
1.6.8 | SC25 Validation Methods v2 31-Jan-2020 3-Mar-2020 Compliant
1.6.9 | SC27 | Version 3 Onion Certificates | 19-Feb-2020 | 27-Mar-2020 Compliant
1.7.0 | SC29 | Pandoc-Friendly Markdown | 20-Mar-2020 | 4-May-2020 Compliant
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Formatting Changes
Disclosure of Registration /
1.7.1 5C30 Incorporating Agency 13-Jul-2020 | 20-Aug-2020 Compliant
SC31 | Browser Alignment 16-Jul-2020 | 20-Aug-2020
1.7.2 | SC33 | TLS Using ALPN Method 14-Aug-2020 | 22-Sept-2020 Compliant
SC28 | Logging and Log Retention | 10-Sep-2020 .
173 SC35 | Cleanups and Clarifications 9-Sep-2020 19-0ct-2020 Compliant
Reformat the BRs, EVGs, .
1.7.4 | SC41 and NCSSRs 24-Feb-2021 5-Apr-2021 Compliant
1.7.5 | SC42 | 398-day Re-use Period 22-Apr-2021 2-Jun-2021 Compliant
17.6 | 8Ca4 | oY Acceptable SIS 30 Apr 021 | 3-un-2021 Compliant
Sunset the CAA Exception .
1.7.7 | SC46 for DNS Operator 2-Jun-2021 12-Jul-2021 Compliant
1.7.8 | SC45 | Wildcard Domain Validation | 2-Jun-2021 13-Jul-2021 Compliant
Sunset subject: .
1.7.9 | SC47 oreanizationalUnitName 30-Jun-2021 16-Aug-2021 Compliant
Domain Name and [P .
1.8.0 | SC48 Address Encoding 22-Jul-2021 25-Aug-2021 Compliant
18.1 | sCs0 | Nemeve the requirements o 55 Nov.2021 | 23-Dec-2021 | Compliant
182 | scs3 | Sunset for SHA-L OCSP 26-Jan-2022 | 4-Mar-2022 Compliant
Signing
Reduce and Clarify Log and
1.8.3 | SC51 | Records Archival Retention | 01-Mar-2021 | 15-Apr-2022 Compliant
Requirements
1.8.4 | SC54 | Onion Cleanup 24-Mar-2022 | 23-Apr-2022 Compliant
1.8.5 | SC56 | 2022 Cleanup 25-Oct-2022 | 30-Nov-2022 Compliant
Require distributionPoint in .
1.8.6 | SC58 sharded CRLs 7-Nov-2022 11-Dec-2022 Compliant
New CRL entries must have .
1.8.7 | SC61 a Revocation Reason Code 1-Apr-2023 15-Jul-2023 Compliant
2.0.0 | SC62 | Certificate Profiles Update 22-Apr-2023 | 15-Sep-2023 Compliant
Make OCSP optional,
2.0.1 | SC63 | require CRLs, and 17-Aug-2023 | 15-Mar-2024 Compliant
incentivize automation
2.0.2 | SC66 | 2023 Cleanup 23-Nov-2023 8-Jan-2024 Compliant
203 | sceg | Clarity routerand firewall 43 vy 5004 | 15.Apr-2024 Compliant
logging requirements
Convert EVGs into RFC .
2.0.4 | SC65 3647 format 15-Mar-2024 | 15-May-2024 Compliant
2.0.5 | SC73 E:;;pmmlsed and wealk 3-May-2024 | 1-Jul-2024 Compliant
2.0.6 | SC75 | Pre-sign linting 28-Jun-2024 | 6-Aug-2024 Compliant
20.7 | scg7 | Require Multi-Perspective | ;10 5004 | 6-Sep-2024 Compliant
Issuance Corroboration
Update WebTrust Audit
2.0.8 | SC77 | name in Section 8.4 and 2-Sep-2024 2-Oct-2024 Compliant
References
2.0.9 | SC78 | Subject organizationName 2-Oct-2024 8-Nov-2024 Compliant
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alignment for DBA /
Assumed Name

SC76

Clarify and improve OCSP
requirements

26-Sep-2024

14-Nov-2024

Compliant

2.1.1

SC79

Allow more than one
Certificate Policy in a
Cross-Certified Subordinate
CA Certificate

30-Sep-2024

14-Nov-2024

Compliant

SC80

Strengthen WHOIS lookups
and Sunset Methods
3.2.24.2and 3.2.2.4.15

7-Nov-2024

16-Dec-2024

Compliant

SC83

Winter 2024-2025 Cleanup
Ballot

23-Jan-2025

24-Feb-2025

Compliant

SC84

DNS Labeled with ACME
Account ID Validation
Method

28-Jan-2025

1-Mar-2025

Compliant

SC81

Introduce Schedule of
Reducing Validity and Data
Reuse Periods

11-Apr-2025

16-May-2025

Compliant

SC85

Require Validation of
DNSSEC (when present) for
CAA and DCV Lookups

19-Jun-2025

21-Jul-2025

Compliant

SC89

Mass Revocation Planning

23-Jul-2025

25-Aug-2025

Compliant

* Effective Date and Additionally Relevant Compliance Date(s)
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