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® IR F A kP ik (Federal Information Processing
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® M IGEHE K EE T Y R PR E(Online Certificate Status
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7 17 2. Baseline Requirements for the Issuance and Management
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P UG ERZEEAECREAM TR GIE LA
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B e

' )7? )& FE— 3 HL’-!FIF]H 7 I %‘Q )

/%éﬁﬁﬁiﬁﬂzﬁgﬁﬁﬁifgﬁﬁo
VAP EgRES He o
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o

® % >3& & (Secure Sockets Layer, SSL) : d #F = &

(Netscape) T3k 3+ » 1 & ¥ % 2 IR 30 4 (Web) 2 % 233U t2
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o @ﬁﬂj 2 (Transport Layer Security, TLS) : % - &% > id
WL E_ 0 1999 & 5 e 1 AT IE | - SSL i (7 R
v 22 % 1R TLS -8 (7 5 RFC2246) > "Lt
RFC 4346 ~ RFC 5246 ~ RFC 6176 £2 RFC 8446 % { #7Tix
o & wE P TLS 1.1 ~TLS 1.2 82 TLS 1.3 % o
o i R ok 3u% 235 ¥ P|(Trusted Computer System
Evaluation Criteria, TCSEC) : 7 & "% & st% 23T % % -
SRR 5 22 1970 £ 4 £ @é]@?]wﬂ%ﬁi AOg D 1985
Ed ARAPINOF > HBT N A2 % 2305 435
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sz FERRLE o
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AIA Authority Info Access

CA Certification Authority

CAA Certification Authority Authorization

cC Commoin Criteria for Information Technology Security
Evaluation

CISA Certified Information Systems Auditor

CPpP Certificate Policy

CP OID Certificate Policy Object Identifier

CPS Certification Practice Statement

CRL Certificate Revocation List

CSPRNG ggi‘izfgiphically Secure  Pseudorandom  Number

DN Distinguished Name

DNS Domain Name System

FIPS (US Government) Federal Information Processing
Standard

FQDN Fully Qualified Domain Name

I[ETF Internet Engineering Task Force

ITSEC Information Technology Security Evaluation Criteria

OCSP Online Certificate Status Protocol

OID Object Identifier

ov Organization Validation

PIN Personal Identification Number

PKCS Public-Key Cryptography Standard
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Hh |2
PKI Public Key Infrastructure

RA Registration Authority

RFC Request for Comments

SSL Security Sockets Layer

TCSEC Trusted Computer System Evaluation Criteria
TLS Transport Layer Security
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4% 3 : BRs-Section 1.2.1 Revisions

ATEAFTRRZBERFE T T F S 2 Baseline

Requirements for the Issuance and Management of Publicly-Trusted

Certificates %= ~ 5 1.8.4 -

Ver. | Ballot | Description Adopted Effective® Implementation

1.0.0 62 | Version 1.0 of the Baseline 22-Nov-11 01-Jul-12 —
Requirements Adopted

1.0.1 71 Revised Auditor 08-May-12 01-Jan-13 Compliant
Qualifications

1.0.2 75 | Non-critical Name 08-Jun-12 08-Jun-12 Compliant
Constraints allowed as
exception to RFC 5280

1.0.3 78 | Revised Domain/IP Address 22-Jun-12 22-Jun-12 Compliant
Validation, High Risk
Requests, and
Data Sources

1.0.4 80 | OCSP responses for non- 02-Aug-12 01-Feb-13 Completed
issued certificates 01-Aug-13

-- 83 | Network and Certificate 03-Aug-13 01-Jan-13 Compliant

System Security
Requirements adopted

1.0.5 88 | User-assigned country code 12-Sep-12 12-Sep-12 Compliant
of XX allowed

1.1.0 -- Published as Version 1.1 14-Sep-12 14-Sep-12 —
with no changes from 1.0.5

1.1.1 93 | Reasons for Revocation and | 07-Nov-12 07-Nov-12 Compliant
Public Key Parameter
checking

1.1.2 96 | Wildcard certificates and 20-Feb-13 20-Feb-13 Compliant
new gTLDs 01-Sep-13

1.1.3 97 | Prevention of Unknown 21-Feb-13 21-Feb-13 Compliant
Certificate Contents

1.1.4 99 | Add DSA Keys (BR v.1.1.4) | 3-May-2013 3-May-2013 Compliant

1.1.5 | 102 | Revision to subject 31-May-2013 | 31-May-2013 Compliant
domainComponent
language in section 9.2.3

1.1.6 | 105 | Technical Constraints for 29-July-2013 | 29-July-2013 Compliant
Subordinate Certificate
Authorities

1.1.7 | 112 | Replace Definition of 3-April-2014 | 3-April-2014 Compliant
“Internal Server Name”
with “Internal Name”

1.1.8 | 120 | Affiliate Authority to Verity | 5-June-2014 5-June-2014 Compliant
Domain

107 B B3




GTLSCA CPS

1.1.9 | 129 | Clarification of PSL 4-Aug-2014 4-Aug-2014 Compliant
mentioned in Section 11.1.3

1.2.0 | 125 | CAA Records 14-Oct-2014 | 15-Apr-2015 Compliant

1.2.1 | 118 | SHA-1 Sunset 16-Oct-2014 16-Jan-2015 Compliant

1-Jan-2016
1-Jan-2017

1.2.2 | 134 | Application of RFC 5280 to | 16-Oct-2014 16-Oct-2014 Compliant
Pre-certificates

1.2.3 | 135 | ETSI Auditor Qualifications | 16-Oct-2014 16-Oct-2014 —

1.2.4 | 144 | Validation Rules for .onion 18-Feb-2015 18-Feb-2015 Compliant
Names

1.2.5 | 148 | Issuer Field Correction 2-April-2015 | 2-April-2015 Compliant

1.3.0 | 146 | Convert Baseline 16-Apr-2015 | 16-Apr-2015 —
Requirements to RFC 3647
Framework

1.3.1 | 151 | Addition of Optional OIDs | 28-Sep-2015 | 28-Sep-2015 Compliant
for Indicating Level of
Validation

1.3.2 | 156 | Amend Sections 1 and 2 of 3-Dec-2015 3-Dec-2016 Compliant
Baseline Requirements

1.3.3 | 160 | Amend Section 4 of 4-Feb-2016 4-Feb-2016 Compliant
Baseline Requirements

1.3.4 | 162 | Sunset of Exceptions 15-Mar-2016 | 15-Mar-2016 Compliant

1.3.5| 168 | Baseline Requirements 10-May-2016 | 10-May-2016 Compliant
Corrections (Revised)

1.3.6 | 171 | Updating ETSI Standards in | 1-July-2016 1-July-2016 —
CABF documents

1.3.7 | 164 | Certificate Serial Number 8-July-2016 30-Sep-2016 Compliant
Entropy

1.3.8 | 169 | Revised Validation 5-Aug-2016 1-Mar-2017 Compliant
Requirements

1.3.9 | 174 | Reform of Requirements 29-Aug-2016 | 27-Nov-2016 Compliant
Relating to Conflicts with
Local Law

1.4.0 | 173 | Removal of requirement to | 28-July-2016 | 11-Sep-2016 Compliant
cease use of public key due
to incorrect
info

1.4.1 | 175 | Addition of givenName and | 7-Sept-2016 7-Sept-2016 Compliant
surname

1.42 | 181 | Removal of some validation | 7-Jan-2017 7-Jan-2017 Compliant
methods listed in section
3.2.24

1.43 | 187 | Make CAA Checking 8-Mar-2017 8-Sep-2017 Compliant
Mandatory

1.44 | 193 | 825-day Certificate 17-Mar-2017 1-Mar-2018 Compliant
Lifetimes

1.45| 189 | Amend Section 6.1.7 of 14-Apr-2017 | 14-May-2017 Compliant
Baseline Requirements

1.4.6 | 195 | CAAFixup 17-Apr-2017 | 18-May-2017 Compliant
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1.4.7 | 196 | Define “Audit Period” 17-Apr-2017 | 18-May-2017 —
1.4.8 | 199 | Require commonName in 9-May-2017 8-June-2017 Compliant
Root and Intermediate
Certificates 9
1.49 | 204 | Forbid DTPs from doing 11-July-2017 | 11-Aug-2017 Compliant
Domain/IP Ownership
1.5.0 | 212 | Canonicalise formal name 1-Sept-2017 1-Oct-2017 Compliant
of the Baseline
Requirements
1.5.1 | 197 | Effective Date of Ballot 193 | 1-May-2017 2-June-2017 Compliant
Provisions
1.5.2 | 190 | Add Validation Methods 19-Sept-2017 | 19-Oct-2017 Compliant
with Minor Corrections
1.53 | 214 | CAA Discovery CNAME 27-Sept-2017 | 27-Oct-2017 Compliant
Errata
1.5.4 | 215 | Fix Ballot 190 Errata 4-Oct-2017 5-Nov-2017 Compliant
1.5.5| 217 | Sunset RFC 2527 21-Dec-2017 | 20-Jan-2018 Compliant
1.5.6 | 218 | Remove validation methods | 5-Feb-2018 9-Mar-2018 Compliant
#1 and #5
1.5.7 | 220 | Minor Cleanups (Spring 30-Mar-2018 | 29-Apr-2018 Compliant
2018)
1.5.8 | 219 | Clarify handling of CAA 10-Apr-2018 | 10-May-2018 Compliant
Record Sets with no
"issue"/"issuewild" property
tag
1.5.9 | 223 | Update BR Section 8.4 for 15-May-2018 | 14-June-2018 Compliant
CA audit criteria
1.6.0 | 224 | Whols and RDAP 22-May-2018 | 22-June-2018 Compliant
1.6.1 | SC6 | Revocation Timeline 14-Sep-2018 | 14-Oct-2018 Compliant
Extension
1.6.2 | SC12 | Sunset of Underscores in 9-Nov-2018 10-Dec-2018 Compliant
dNSNames
1.6.3 | SC13 | CAA Contact Property and | 25-Dec-2018 1-Feb-2019 Compliant
Associated E-mail
Validation Methods
1.6.4 | SC14 | Updated Phone Validation 31-Jan-20 31-Jan-20 Compliant
Methods
SC15 | Remove Validation Method 5-Feb-2019
Number 9
SC7 Update IP Address 8-Feb-2019
Validation Methods
1.6.5 | SC16 | Other Subject Attributes 15-Mar-2019 | 16-April-2019 Compliant
1.6.6 | SC19 | Phone Contact with DNS 20-May-2019 | 9-Sep-2019 Compliant
CAA Phone Contact v2
1.6.7 | SC23 | Precertificates 14-Nov-2019 | 19-Dec-2019 Compliant
SC24 | Fall Cleanup v2 12-Nov-2019
1.6.8 | SC25 | Define New HTTP Domain | 31-Jan-2020 3-Mar-2020 Compliant
Validation Methods v2
1.6.9 | SC27 | Version 3 Onion Certificates | 19-Feb-2020 | 27-Mar-2020 Compliant
1.7.0 | SC29 | Pandoc-Friendly Markdown | 30-Mar-2020 | 4-May-2020 Compliant
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Formatting Changes

1.7.1 | SC30 | Disclosure of Registration / 13-Jul-2020 | 20-Aug-2020 Compliant
Incorporating Agency

SC31 | Browser Alignment 16-Jul-2020 | 20-Aug-2020
1.7.2 | SC33 | TLS Using ALPN Method 14-Aug-2020 | 22-Sept-2020 Compliant
1.7.3 | SC28 | Logging and Log Retention | 10-Sep-2020 | 19-Oct-2020 Compliant
SC35 | Cleanups and Clarifications 9-Sep-2020

1.7.4 | SC41 | Reformat the BRs, EVGs, 24-Feb-2021 5-Apr-2021 Compliant
and NCSSRs

1.7.5 | SC42 | 398-day Re-use Period 22-Apr-2021 2-Jun-2021 Compliant

1.7.6 | SC44 | Clarify Acceptable Status 30-Apr-2021 3-Jun-2021 Compliant
Codes

1.7.7 | SC46 | Sunset the CAA Exception 2-Jun-2021 12-Jul-2021 Compliant
for DNS Operator

1.7.8 | SC45 | Wildcard Domain Validation | 2-Jun-2021 13-Jul-2021 Compliant

1.7.9 | SC47 | Sunset subject: 30-Jun-2021 | 16-Aug-2021 Compliant
organizationalUnitName

1.8.0 | SC48 | Domain Name and IP 22-Jul-2021 | 25-Aug-2021 Compliant
Address Encoding

1.8.1 | SC50 | Remove the requirements of | 22-Nov-2021 | 23-Dec-2021 Compliant
4.1.1

1.8.2 | SC53 | Sunset for SHA-1 OCSP 26-Jan-2022 4-Mar-2022 Compliant
Signing

1.8.3 | SC51 | Reduce and Clarify Log and | 01-Mar-2021 | 15-Apr-2022 Compliant
Records Archival Retention
Requirements

1.8.4 | SC54 | Onion Cleanup 24-Mar-2022 | 23-Apr-2022 Compliant

* Effective Date and Additionally Relevant Compliance Date(s)
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