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o I.&ﬁi(Compromise) CEAMMES AKEELALEAEF FAXK
PRRFIPFEAGREETL AT LB 12T PR
a4 oo

® 35 #(Cross-Certificate) : &7 BUEEBHEL FE 2

ﬁ%ﬁﬁ—ﬁﬁﬁﬁﬁ>ﬁjﬁ%ﬁ@ﬁ%%ﬂbﬁﬁo

® % #-(Cryptographic Module) : — ‘25 %8 -~ it 48 ~ &7 48 &
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T wmb o U RmL BIEA AR (4 BT E )
PR E ZOY M RAERR o

® HmE% > #2 2 F(Cryptographically Secure
Pseudorandom Number Generator, CSPRNG) : #* 3t4c @ %
o ﬁ'l‘ #cd ﬁ °

® ¥+ % ¥ (Digital Signature) : #-7 F ~ 2 U F FE 2 A 4
BoORNEE - RERZ TR EF A2 PR A4
Hiep A58 F ;grj‘_,vfﬁ', QEE_‘%%%J‘/\,%EF%_%O

® &< (Duration) : G = 0 d F 22 LA 27 4 %3
PR R 2 BT P e o

® %33 H(End Entity, EE) @ & A a2 %7 ¢ 450 T 3 5B
i
. g%%ﬁﬁ@%@ﬁﬁf%ﬁﬁﬁéi
n GREEBEITREFREDY = F (O AP T £KIT
3 AJBEBA) TTRBBWI T S ECHEEY @

#é&ﬁ\ﬁij‘%‘}\%’f"\f‘ﬁ vé;,r'o

® ¢ EFRZEFELE R < (ePKI Root Certification
Authority) : & A R L OB HE + G 1 2 2B I
PERTEAZBERE B R EGS TR AR -

¢ F
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® IR F A a2 ik (Federal Information Processing Standard,
FIPS) : & % P20 i) 07 8 24400 > 975 soiris i
FRPR e AT 2 FARIEARE o H Y R 2 F R
% % FIPS % 140 5152 (#§ 4 FIPS 140) - FIPS 140-2 #-%
BiceErs s 1l 2> R 5- B2 >Z Rguisr=4

BE>rE%-

® = v+ & i LE(Fully Qualiﬁed Domain Name, FQDN) :
- N AR e B R R P RS LA
d 3 CHORIF RS R LS D O pﬁ_;;{ e
AT R o B ST T

m [ ourserver.ourdomain.com.tw | : ourserver ¥_3i % % o
ourdomain.com.tw E_ 3¢ -4 > H ¢ ourdomain #_% 3 &
B LA com B At s e LA tw B E_RIAE T G e g
rﬁ» °
= " www.ourdomain.com | : www &_3 # %L > ourdomain &_
e DAL 0 com R A F TR B el LA -
®1

® TR FELjpE 237 ¥ P (Information Technology Security
Evaluation Criteria, ITSEC) : »* 1991 &d & ~ 2 ~ 40~ J7
BRAMRTRD 0 WML 2T ED] TETTHAE
T E S Au 5 E0T E6 BV G HET Mk AR i;ﬂ"—z;i%
AI72 e HERP HiFE 22 & R B3P ivs %
FRoORE O RAFTAL 22 BRI RFRE T D
Lo

® RVERE 1 ETI3| 2(Internet Englneerlng Task Force,
IETF): § § # % ®EHE2 By ans SRR G 249
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B grfg‘r Py BRI ALER S R g IR o
B e Qe B 3F (T RN o (F 7 ek ! https:/www.ietf.org)

® ZEEBEWBH(ssuing CA): - REHEH 7 > EHZEFEL
BEBHETHZEEL EFBERE -

¢ K

® 447 ¢ (Key Escrow) : ix* H/Eﬁﬁazﬁgﬁza(é I
BT TAPRE TR 0 B 2 R BRI T T PR
RIEAE - B b2 BRI BTG FH 0 s B
BY - 22 mET o RRRRTIET Y P L b

® Sig¥(KeyPair): & 3 #cF 5 iph 2 &40 H Fitde
L
m B - AR B LR A BRE T -
VRS e
m EHY - AR Y - b AR Z AR )AL

3T T oo
¢ 0

® i i g (Object Identifier, OID)
B - A FA AT e 2 v NG o SRR R R R
PR s T2 ST R Ao L3 T F ARSI R
- B2 W2 /AR
o R ##(International Organization for
Standardization):If 2_ 8|2, N HHE > FHRE S E A
G IR 1&5% R

A B R BRI SR L

Tﬁ
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v B 0L
2% IENPE I

® A} B K A5 T(Online Certificate Status Protocol,
OCSP) : - &St g s T 0 1€ 15 4f f&?ﬁjﬁ &t e

AT R REE RGP B~ FooRE) .

® M IGEHE K EE T Y R PR E(Online Certificate Status
Protocol Responder, OCSP Responder): ¢ !§ 3 ¥ =7 w32 4g
MiEzZ R PIRE RBEIE TR LB EKRE R

=k,
i
® M IIGHMK L LK (OCSP Stapling)

m - f& TLS/SSL i@z Rk s R¥p o ff = 7 & gk
A L - M X509 G E R R 2 o HE (F

|

F4eT

Ve R BRK LY B PIRERETL Y TR
] 2R BER LT BL > T E .
vV At E S TLS # A~ 40842 ¢ o xRt a2 Mg
AT RNLBELY 2@ Y ZHTE)
S HREZVYERLL G £F v BEW S
R EEMK LAt o
n ARV EEREETR BERE R Y BPIRE T
&% 2 TLS/SSL G »eliit & K" * = » BEPBEE
79 TLS/SSL g sk i 2 5 > FizlE W2 f 4 -

o ,3_&%5@%’{(Organization Validation, OV) : SSL/TLS & 7% 1% %
ALY R EUIR Y S 2 e LR £ i

BB NREE BBB 2 EHr 22 BRA R AL A o il
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11\%-

X EE

o 3 5 ﬁgSMﬂlS@ﬁiﬁﬁn 7 i TLS 4e %3
i 0 A

24y FAGE DREFBETREL REL -
L N o

® % & 4% (Private Key) -

R AR AMMC YA MEER L A4
R LR AMHY Y UHBRETRERL 44 -

® =R £4%(Public Key) :
n O EFAGHEY Y UEREECET T L b4
B e fR R AR T USSR 2 B4R e

® O £ 4 A2 K (Public Key Infrastructure, PKI): d j# &£~
FUR SR~ AR R~ ROE B S TR AR ~ PR RTE
ZHE 0 R R RS PRGN RIBEE 2 N GE

-

® £ ®4%R (Qualified Auditor) : # £ G F B L H T BmE 4T
7 17 2. Baseline Requirements for the Issuance and Management
of Publicly-Trusted Certificates % 8.2 &Rz 2 #£H F & &>
PHRFES 2 R 2 AR B o

® P ¢ .&(Registration Authority, RA)
| E F' Elp»u,@vg_ ’3—&7 _E/A,\ ‘_/_‘]Ab %I"F "TH% ﬁ'}f)& 2%~

2 R T 2 B %??’°
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B FHEHEIMRE SR N B BEEE -

® &4k { 3% (Re-key a Certificate) : 5 £ 45 { #4p 5% - %2
EERHE AP RS RaS s 3TE8%  TEHEL LT >
Fd 2 OB EBHBRTE A R 2R EM)E G R

AR T P2 G oo

® ik ?E-?f (Relying Party)

R R HE L BEE T EEY L OB Rk ki
HoRRIFEREY i LAz Bip(H B
AR AR 4?%7 M 0 -

m AR é"ﬁp)‘-”{(i'lé’ FRFEECERT 2T W PV G
S T (e fik‘ﬁi?%‘g@ B T2 B &R

® &3 E # (Renew a Certificate) : 4 ¥4 - %2 B EL F 47
P":'f&;)g-—"%g :é'jﬁ;" fﬁ}‘ #Erﬁv 3 %7 *'KT)&FE_ g )‘5\2}2_—» BT
BRI B> T A - BATHEEL

® i3 B (Repository)
P URTERFEBESE SREAAMT LT IR R
(Trustworthy System) o
W FRERRCEHE ?Zl‘lfiik-gi)aPE#BFﬁgA) 2 Fﬁ—}i
B o

® B# A 1 (Revoke a Certificate) : 4§32 3 »cdp B p > 3w

42 =28 5 3F 14
B gE2ZE T

® 1353218 # (Root Certification Authority, Root CA) : 2B &
WA AEL T BTGRP F 0 BE T CABRS
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fEBES A E @ﬁd@?ﬁw @%ﬁ%ﬁ*°*?
®s
L

B % 18 #(Self-Signed Certificate) : 45 8 #1155 ¥ L4208

%i%ﬁ@ﬁwkﬁ—ﬁ?ﬂowwgwk ES R EoRaet e
B EGSHE SREM GO R £4EH B Tk
e - BoREHAHAEKN P FRE VL BERL
GHg AR > B EF R R R EREY AL P TR pEY
uaéﬂﬁﬁ’fﬁﬁﬁﬁﬁéﬁﬁﬁﬁi@?ﬁﬁk’?

BHEREREY TRERFEY wRFLpFEE TR

fzﬁ.%}ﬁﬁ-f@\é SRIGEEGH Jf)ﬁﬁ_;%} /?‘_p i B :3._

o TRE ﬁ#ﬁﬁ(Subordinate Certification Authority) : Iy &
2 OB EMGAREERY  BEY V- BREBEITES
PHBEEL O T - BRI B EBE

75
7k

® #* = (Subscriber)

u ;}Fj)&}ﬁ“’”‘rm LoEvdkm| 2 A kg o “ﬁﬂf’ﬁ ?&736HT$\.f\
PEGIHBLT T &MY -

o DT B AE(Te A PU) B A RS R K
B
V BEREY TP 208 -
fﬁéﬁ@ﬁjﬁﬂ2%£%%@1f%§%o
V AL BB RES B

= o

® % >3& & (Secure Sockets Layer, SSL) : d #F = &

(Nets(:al)e)m_rowL 2L, | .@ # v"\iTJ{ A—‘:[L %(Web)\ 1%’ _:\% T‘v
¥ o HT @%]/é]ﬂim PR G2 4R R EZ TR
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B SVHPIRERA SRR F L A% Bk b2
R AT > T BT DAL

A B G R R PIRERETE .

o @ﬁ.‘]éj % 2 (Transport Layer Security, TLS) : 5 — f&% >id
M T 0 1999 & e e 47T 53] 8- SSL iR (TR
o2 % 1% TLS =% (r 5 RFC 2246) » “g{s 2§ o~ # RFC
4346 ~ RFC 5246 ~ RFC 6176 ¥&2 RFC 8446 % { 3T A& > & 4|
#fp TLS 1.1 ~TLS 1.2 2 TLS 1.3 %% o

® ¥ iE T Yok ¥ 23T R (Trusted Computer System
Evaluation Criteria, TCSEC) : 3 7 &% % st% 23T L 1% — B
TR REL 1970 £ F REPFAE LA 48001985 & o
FREPNaF > HEFT QA2 Z 23 5435 %ET
AL 2ER LB FENEE LAah® 2 L5 A 2

EERY I o

~\

® ¥ i #f % 3u(Trustworthy System) : & 5 T Z| 5 2 F "orl 48 -
R ERE

R BB AR 2 ki

" REATL T TR DA

B O R IR o

m B G A RS2 % D EA - K

® % & (Zeroization): 7 L F 3 RG T TALL R ¥

ToRRER 0 UL TR R -
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% 24

AIA Authority Info Access

CA Certification Authority

CAA Certification Authority Authorization

cC Commo.n Criteria for Information Technology Security
Evaluation

CISA Certified Information Systems Auditor

CP Certificate Policy

CP OID Certificate Policy Object Identifier

CPS Certification Practice Statement

CRL Certificate Revocation List

CSPRNG Cryptographically = Secure = Pseudorandom  Number
Generator

DN Distinguished Name

DNS Domain Name System

FIPS (US Government) Federal Information Processing Standard

FQDN Fully Qualified Domain Name

IETF Internet Engineering Task Force

ITSEC Information Technology Security Evaluation Criteria

OCSP Online Certificate Status Protocol

OID Object Identifier

oV Organization Validation

PIN Personal Identification Number

PKCS Public-Key Cryptography Standard
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#h 24
PKI Public Key Infrastructure

RA Registration Authority

RFC Request for Comments

SSL Security Sockets Layer

TCSEC Trusted Computer System Evaluation Criteria
TLS Transport Layer Security
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4% 3 ¢ BRs-Section 1.2.1 Revisions

ATEARFTRRZBERFE T T F S 2 Baseline

Requirements for the Issuance and Management of Publicly-Trusted

Certificates %= &~ 5 1.7.0

Ver. | Ballot | Description Adopted Effective* Implementation

1.0.0 62 | Version 1.0 of the Baseline 22-Nov-11 01-Jul-12 —
Requirements Adopted

1.0.1 71 Revised Auditor 08-May-12 01-Jan-13 Compliant
Qualifications

1.0.2 75 | Non-critical Name 08-Jun-12 08-Jun-12 Compliant
Constraints allowed as
exception to RFC 5280

1.0.3 78 | Revised Domain/IP Address 22-Jun-12 22-Jun-12 Compliant
Validation, High Risk
Requests, and
Data Sources

1.0.4 80 | OCSP responses for 02-Aug-12 01-Feb-13 Completed
non-issued certificates 01-Aug-13

-- 83 | Network and Certificate 03-Aug-13 01-Jan-13 Compliant

System Security
Requirements adopted

1.0.5 88 | User-assigned country code 12-Sep-12 12-Sep-12 Compliant
of XX allowed

1.1.0 -- Published as Version 1.1 14-Sep-12 14-Sep-12 —
with no changes from 1.0.5

1.1.1 93 | Reasons for Revocation and | 07-Nov-12 07-Nov-12 Compliant
Public Key Parameter
checking

1.1.2 | 96 | Wildcard certificates and 20-Feb-13 20-Feb-13 Compliant
new gTLDs 01-Sep-13

1.1.3 97 | Prevention of Unknown 21-Feb-13 21-Feb-13 Compliant
Certificate Contents

1.14] 99 | AddDSAKeys (BRv.1.1.4) | 3-May-2013 3-May-2013 Compliant

1.1.5 | 102 | Revision to subject 31-May-2013 | 31-May-2013 Compliant
domainComponent
language in section 9.2.3

1.1.6 | 105 | Technical Constraints for 29-July-2013 | 29-July-2013 Compliant
Subordinate Certificate
Authorities

1.1.7 | 112 | Replace Definition of 3-April-2014 | 3-April-2014 Compliant
“Internal Server Name”
with “Internal Name”

1.1.8 | 120 | Affiliate Authority to Verify | 5-June-2014 5-June-2014 Compliant
Domain
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1.1.9 | 129 | Clarification of PSL 4-Aug-2014 4-Aug-2014 Compliant
mentioned in Section 11.1.3

1.2.0 | 125 | CAARecords 14-Oct-2014 | 15-Apr-2015 Compliant

1.2.1 | 118 | SHA-I Sunset 16-Oct-2014 16-Jan-2015 Compliant

1-Jan-2016
1-Jan-2017

1.2.2 | 134 | Application of RFC 5280 to | 16-Oct-2014 16-Oct-2014 Compliant
Pre-certificates

1.2.3 | 135 | ETSI Auditor Qualifications | 16-Oct-2014 | 16-Oct-2014 —

1.2.4 | 144 | Validation Rules for .onion 18-Feb-2015 18-Feb-2015 Compliant
Names

1.2.5| 148 | Issuer Field Correction 2-April-2015 | 2-April-2015 Compliant

1.3.0 | 146 | Convert Baseline 16-Apr-2015 | 16-Apr-2015 —
Requirements to RFC 3647
Framework

1.3.1 | 151 | Addition of Optional OIDs | 28-Sep-2015 | 28-Sep-2015 Compliant
for Indicating Level of
Validation

1.3.2 | 156 | Amend Sections 1 and 2 of 3-Dec-2015 3-Dec-2016 Compliant
Baseline Requirements

1.3.3 | 160 | Amend Section 4 of 4-Feb-2016 4-Feb-2016 Compliant
Baseline Requirements

1.3.4 | 162 | Sunset of Exceptions 15-Mar-2016 | 15-Mar-2016 Compliant

1.3.5| 168 | Baseline Requirements 10-May-2016 | 10-May-2016 Compliant
Corrections (Revised)

1.3.6 | 171 | Updating ETSI Standards in | 1-July-2016 1-July-2016 —
CABF documents

1.3.7 | 164 | Certificate Serial Number 8-July-2016 | 30-Sep-2016 Compliant
Entropy

1.3.8 | 169 | Revised Validation 5-Aug-2016 1-Mar-2017 Compliant
Requirements

1.3.9 | 174 | Reform of Requirements 29-Aug-2016 | 27-Nov-2016 Compliant
Relating to Conflicts with
Local Law

1.4.0 | 173 | Removal of requirement to | 28-July-2016 | 11-Sep-2016 Compliant
cease use of public key due
to incorrect
info

1.4.1 | 175 | Addition of givenName and | 7-Sept-2016 7-Sept-2016 Compliant
surname

1.42 | 181 | Removal of some validation | 7-Jan-2017 7-Jan-2017 Compliant
methods listed in section
3.2.24

1.43 | 187 | Make CAA Checking 8-Mar-2017 8-Sep-2017 Compliant
Mandatory

144 | 193 | 825-day Certificate 17-Mar-2017 1-Mar-2018 Compliant
Lifetimes

1.45 | 189 | Amend Section 6.1.7 of 14-Apr-2017 | 14-May-2017 Compliant
Baseline Requirements

1.4.6 | 195 | CAAFixup 17-Apr-2017 | 18-May-2017 Compliant
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1.4.7 | 196 | Define “Audit Period” 17-Apr-2017 | 18-May-2017 —
1.4.8 | 199 | Require commonName in 9-May-2017 8-June-2017 Compliant
Root and Intermediate
Certificates 9
1.49 | 204 | Forbid DTPs from doing 11-July-2017 | 11-Aug-2017 Compliant
Domain/IP Ownership
1.5.0 | 212 | Canonicalise formal name 1-Sept-2017 1-Oct-2017 Compliant
of the Baseline
Requirements
1.5.1 | 197 | Effective Date of Ballot 193 | 1-May-2017 2-June-2017 Compliant
Provisions
1.5.2 | 190 | Add Validation Methods 19-Sept-2017 | 19-Oct-2017 Compliant
with Minor Corrections
1.53 | 214 | CAA Discovery CNAME 27-Sept-2017 | 27-Oct-2017 Compliant
Errata
1.5.4 | 215 | Fix Ballot 190 Errata 4-Oct-2017 5-Nov-2017 Compliant
1.5.5| 217 | Sunset RFC 2527 21-Dec-2017 | 20-Jan-2018 Compliant
1.5.6 | 218 | Remove validation methods | 5-Feb-2018 9-Mar-2018 Compliant
#1 and #5
1.5.7 | 220 | Minor Cleanups (Spring 30-Mar-2018 | 29-Apr-2018 Compliant
2018)
1.5.8 | 219 | Clarify handling of CAA 10-Apr-2018 | 10-May-2018 Compliant
Record Sets with no
"issue"/"issuewild" property
tag
1.5.9 | 223 | Update BR Section 8.4 for 15-May-2018 | 14-June-2018 Compliant
CA audit criteria
1.6.0 | 224 | Whols and RDAP 22-May-2018 | 22-June-2018 Compliant
1.6.1 | SC6 | Revocation Timeline 14-Sep-2018 | 14-Oct-2018 Compliant
Extension
1.6.2 | SC12 | Sunset of Underscores in 9-Nov-2018 10-Dec-2018 Compliant
dNSNames
1.6.3 | SC13 | CAA Contact Property and 25-Dec-2018 1-Feb-2019 Compliant
Associated E-mail
Validation Methods
1.6.4 | SC14 | Updated Phone Validation 31-Jan-20 31-Jan-20 Compliant
Methods
SC15 | Remove Validation Method 5-Feb-2019
Number 9
SC7 Update IP Address 8-Feb-2019
Validation Methods
1.6.5 | SC16 | Other Subject Attributes 15-Mar-2019 | 16-April-2019 Compliant
1.6.6 | SC19 | Phone Contact with DNS 20-May-2019 | 9-Sep-2019 Compliant
CAA Phone Contact v2
1.6.7 | SC23 | Precertificates 14-Nov-2019 | 19-Dec-2019 Compliant
SC24 | Fall Cleanup v2 12-Nov-2019
1.6.8 | SC25 | Define New HTTP Domain | 31-Jan-2020 3-Mar-2020 Compliant
Validation Methods v2
1.6.9 | SC27 | Version 3 Onion Certificates | 19-Feb-2020 | 27-Mar-2020 Compliant
1.7.0 | SC26 | Pandoc-Friendly Markdown | 30-Mar-2020 | 4-May-2020 Compliant
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‘ | Formatting Changes | |

* Effective Date and Additionally Relevant Compliance Date(s)
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